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Secure Lifecycle Introduction

The Dell Data Protection | Secure Lifecycle User Guide provides the information needed to install and use Secure Lifecycle.

Overview

Based on policies set by an administrator, Secure Lifecycle protects data, for example:
Cloud-based file sharing systems - Windows computers or mobile devices capture data intended for cloud storage, encrypt that data,
and then upload the encrypted data into the cloud.

Office documents stored locally, shared with other users in various ways, or stored on removable media. These Office documents can
be protected: .docx, .pptx, .xIsx, .docm, .pptm, .xlsm.

®|NOTE:

Your administrator will inform you if your enterprise uses Secure Lifecycle with cloud storage only, Office documents only, or
both.

You can use Secure Lifecycle on the following platforms:

Windows

i0S

Android

Both this product and Secure Lifecycle for Mac can open files encrypted by the other.

This document covers Secure Lifecycle for Windows only.
For user information about Secure Lifecycle for Mac, refer to the online help within the software.

Additional Support

Should you need additional support beyond this document, contact your administrator.
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Secure Lifecycle Requirements

Client hardware and software requirements are provided in this chapter.

@| NOTE: IPv6 is not supported.

Server

Secure Lifecycle requires that the client be connected to a Dell Enterprise Server or Dell Enterprise Server - VE, v9.6 or higher. For the
purposes of this document, both Servers are cited as Dell Server, unless a specific version needs to be cited (for example, a procedure is
different using Dell Enterprise Server - VE).

Encryption Client

Although the Encryption client is not required, any Encryption client used with Secure Lifecycle should be v8.12 or later.
Secure Lifecycle is not supported with Microsoft Office 365.

If running Office 2010 and your administrator enables policies to protect Word, PowerPoint, and Excel, you must have Office 2010
Service Pack 1 or higher (v14.0.6029 or higher). See https://support.microsoft.com/en-us/kb/2121559 to determine whether a service
pack has been applied to your Microsoft Office 2010 suite. Without this update, protected documents cannot be accessed.

Secure Lifecycle does not support the Windows System Restore tool.

Client Prerequisites

If not already installed, the installer installs Microsoft Visual C++ 2010 SP1 Redistributable Package (x86 and x64).

Microsoft .Net 4.5.2 (or later) is required for Secure Lifecycle. All computers shipped from the Dell factory are pre-installed with .Net 4.5.2.
However, if you are not installing on Dell hardware or are upgrading Secure Lifecycle on older Dell hardware, you should verify which version
of .Net is installed and update the version, if needed, prior to installing Secure Lifecycle to prevent installation/upgrade failures. To verify the
version of .Net installed, follow these instructions on the computer targeted for installation: http://msdn.microsoft.com/en-us/library/
hh925568(v=vs.110).aspx.

Windows Client Hardware

Minimum hardware requirements must meet the minimum specifications of the operating system. The following table details supported
hardware for the Windows client.

Windows Hardware

200 MB free disk space, depending on operating system
10/100/1000 or Wi-Fi network interface card

TCPF/IP installed and activated

If your enterprise encrypts data for storage in the cloud, your computer must have one alphabetic letter available to assign to a disk drive.


https://support.microsoft.com/en-us/kb/2121559
http://msdn.microsoft.com/en-us/library/hh925568%28v=vs.110%29.aspx
http://msdn.microsoft.com/en-us/library/hh925568%28v=vs.110%29.aspx

Operating Systems

The following table details supported operating systems.

Windows Operating Systems (32-bit and 64-bit)
Microsoft Windows 7 SPO-SP1
Microsoft Windows 8.1

Microsoft Windows 10

Android Operating Systems
44 - 444 KitKat
5.0 - 511 Lollipop

6.0 - 6.01 Marshmallow

iOS Operating Systems
iOS 8.x
i0S 9.x

i0S 10.x

Cloud Sync Clients

The following table details cloud sync clients that work with Secure Lifecycle. Sync client updates are released frequently. Dell recommends
testing new sync client versions with Secure Lifecycle before introducing them into the production environment.

Sync Clients

Dropbox
Dropbox for Business (Windows only)

® ‘ NOTE: Depending on the Dell Server version used by your company, all files and folders in personal Dropbox accounts
that are linked to business accounts may be encrypted.

Box

® | NOTE: Box Tools and Box Edit are not supported with Secure Lifecycle. Using Box Tools may cause a blue screen condition.

Google Drive

OneDrive
OneDrive for Business



Unified OneDrive

0]

NOTE: Unified OneDrive is a unified sync client for both OneDrive and OneDrive for
Business.

Web Browsers

You can use Secure Lifecycle > Cloud Encryption with Internet Explorer, Mozilla Firefox, and Google Chrome.

| NOTE:
Secure Lifecycle > Cloud Encryption does not support Microsoft Edge browser.



User Tasks - Cloud Encryption and Protected
Office

Your administrator has already configured policies for Secure Lifecycle and will inform you if your enterprise uses Secure Lifecycle:

To manage your cloud sync client

To manage your cloud sync client plus additional protection on Office documents - If your enterprise only protects Office documents
but does not manage a cloud sync client, follow the steps in User Tasks - Protected Office without Cloud Encryption.

If your enterprise uses Secure Lifecycle with cloud storage:

Before deploying Secure Lifecycle, see the online help for your cloud storage provider/cloud sync client to understand how your cloud
storage application works. This document primarily explains how to use Secure Lifecycle.

Typically, install and work with one cloud sync client. Your company may have a preferred cloud sync client and set a policy to allow you
to use that one only.

Overview of Tasks

This overview summarizes the sequence for installing and using Secure Lifecycle.
Install Secure Lifecycle and a Cloud Sync Client

Task Description For More Information

If a cloud sync Pre-existing folders and files that sync up to See Pre-existing Folders with Unencrypted Files.
client is installed the cloud are not encrypted.
before Secure
Lifecycle (O | NOTE: Pre-existing folders and

files that sync down from the cloud

are encrypted.
Install Secure Determine the following: User installs: See Install Secure Lifecycle on Windows. Reboot and
Lifecycle continue to the next step.

User must install Secure Lifecycle

Administrator already installed Secure
Lifecycle - continue to next step.

Confirm activation ~ Confirm on the system tray that the Secure If the icon has an orange exclamation point, see Possible Issues With

status H Activating - Cloud and Protected Office.
Lifecycle icon has a green checkmark .

If policies protect Business sync client Business Cloud Sync Client Accounts

documents in the

cloud, install one or or

cloud sync client
Basic sync client Basic Cloud Sync Client Accounts



®| NOTE:

If you open an Office document and a cover page displays with installation or activation information, your administrator may have set
policies to protect Office documents. Confirm that Secure Lifecycle is installed and activated. See Possible Issues With Activating -
Cloud and Protected Office.

Use Secure Lifecycle

Task Description For More Information

View the cloud After you install both Secure Lifecycle and a Work with Folders and Files

sync client in File cloud sync client, a DDP|SL virtual drive

Explorer displays in File Explorer. Access Sync Client Folders and Files on Local Computer
Work with the On the DDPJSL virtual drive, you can add Business account:

cloud sync client subfolders to the cloud sync client and then

on the DDP|SL drag files or create files in those subfolders. Dropbox for Business

virtual drive

After syncing, files are secure in the cloud:  OneDrive for Business/Unified OneDrive
Office files can be opened but only a cover
page displays; other files are encrypted Basic account:
as .xen files.
Dropbox
However, on the local virtual drive, they are
decrypted and display in cleartext. Box

For more information, click the appropriate ~ Google Drive
link for your cloud sync client.

OneDrive

View system tray Provides helpful information about files, Understand the Secure Lifecycle System Tray Menu ltems
menu folders, and troubleshooting.
Protect Office and  Protect an Office document Use Office Documents with Secure Lifecycle's Protected Mode
macro-enabled (.docx, .pptx, .xlIsx, .docm, .pptm, .xIsm)
documents, if when you create it. It will be secure when - Observe File Menu Options to Determine the Level of Security for
policy is activated  you share it with others or store it on Office Documents

removable media. - Work with File Menu Options
Share a cloud Share a folder with: Internal user - See the online help for your cloud storage provider.
folder with others
to collaborate on Internal user (has a domain email address)  External user - See Using Secure Lifecycle as an External User.
files

External user (has a non-domain email
address) - work with your administrator.

Install Secure Lifecycle with Cloud and Protected
Office

Pre-existing Folders with Unencrypted Files

Before deploying Dell Data Protection | Secure Lifecycle (DDP|SL), it is best if the target devices do not yet have a cloud storage provider
account set up.

If you already have a cloud storage provider account with folders that are synced to your local computer and then install Secure Lifecycle:

Pre-existing files and folders that sync up to the cloud remain in cleartext
Files you add to those pre-existing folders remain in cleartext

Files that sync down from the cloud are encrypted



If you want pre-existing files to be encrypted, navigate to the DDP|SL virtual drive, create a new subfolder within the cloud sync client
and move the pre-existing files into that folder.

or

For large content, a manager or administrator can temporarily request the Manage Folders Menu.

Install Secure Lifecycle on Windows

You must be a local administrator on the computer to install Secure Lifecycle.
The computer must have one alphabetic letter available to assign to a disk drive.
Be prepared to restart your computer after Secure Lifecycle is installed.

1 To download the Secure Lifecycle installer, go to the location specified by your administrator.

N

Based on your operating system, select either the 32-bit or 64-bit installer, typically setup32.exe or setup64.exe, and copy it to the
local computer.

Double-click the file to launch the installer.

If you get a Security Warning, click Run.

Select a language and click OK.

If prompted to install Microsoft Visual C++ 2010 Redistributable Package or Microsoft .NET Framework 4.0 Client Profile, click OK.
At the Welcome screen, click Next.

Read the license agreement, accept the terms, and click Next.

At the Destination Folder screen, click Next to install in the default location of C:\Program Files\Dell\Dell Data Protection\Secure
Lifecycle\.

© 00 N O o N W

On C:\, do not install Secure Lifecycle in the Users or Windows folders or at the root of any drive. You will get an error.

10 Inthe Server Name: field, enter the Server Name that this computer will communicate with, such as server.domain.com. You do
not need to include www or http(s). This information is supplied by your administrator.

Do not clear the Enable SSL Trust Verification check box unless your administrator instructs you to do so.
1 Click Next.

12 In the Confirm Activation Server Information screen, confirm that the Server URL address is correct. The installer adds www or
http(s) and the port. Click Next.

13 In the Management Type window, select this option:
Internal Use - A user with an email address within the company's domain.
14 Click Install to begin the installation.
A status window displays the installation progress.
15 Click Finish when the Installation Complete screen displays.
16 Click Yes to restart.
Installation of Secure Lifecycle is complete.

I?:T.
17 After you reboot, confirm on the system tray that the Secure Lifecycle icon has a green checkmark ‘@ |

Secure Lifecycle and Cloud Encryption

If your enterprise set policies to protect data in the cloud and you already installed and logged in to a sync client, a DDP|SL virtual drive
displays in Windows Explorer.

@| NOTE: Secure Lifecycle does not support unmounting the virtual drive.

If you need to install and log in to a sync client, see Install a Cloud Sync Client.



Install a Cloud Sync Client

Download and Install

Typically, an enterprise suggests that all users install the same cloud sync client. If applicable, use your company's preferred cloud sync

client.

@| NOTE: The computer must have one alphabetic letter available to assign to a disk drive.

@ | NOTE:
Currently, Secure Lifecycle does not support a sync client installed to a mount point.

1 Install either a business or basic cloud sync client:

Business Cloud Sync Client Accounts
If your company offers a business account option, your administrator will provide you with a link for downloading and installing it.

Options are:
Dropbox for Business - If you install Dropbox for Business, you must also Authenticate Dropbox for Business.
OneDrive for Business/Unified OneDrive- For detailed steps, see https://support.microsoft.com/en-us/kb/2903984.

Basic Cloud Sync Client Accounts
Dropbox - see https://www.dropbox.com/install
Box Sync - see https://www.box.com/box-for-devices
Google Drive - https://www.google.com/drive/download/
OneDrive/Unified OneDrive (Windows 7 and 8) - see https://onedrive.live.com/about/en-us/download/
On Windows 8.1 and higher, OneDrive is preinstalled. If you have Windows Updates enabled, Unified OneDrive replaces

OneDrive.

2 After you install and log in, the following display:
In File Explorer, a DDP|SL virtual drive is added. The cloud sync client folder is added to this virtual drive.

If you install more than one cloud sync client, each displays a folder on this drive.
®| NOTE: Secure Lifecycle does not support unmounting the virtual drive.

4 M Computer
&, Local Disk (C)
4 — DDP[SL (Z:) *—
4 Dropbox

In File Explorer > Favorites, a folder is added for your cloud sync client.

~f Favorites
Bl Cesktop
#& OneDrive for Business<—
4. Downloads
| Recent Places
%# Dropbox€—
In the system tray, the sync client icon displays.

Depending on the cloud storage provider, a sync client shortcut may be automatically added to the desktop.

With Opt-in mode only (but not Force-Protected mode) - a Secure Documents folder is added to the root of the Documents
folder. See Documents > Secure Documents folder.

Change the Virtual Drive Letter or Create a Shortcut


https://support.microsoft.com/en-us/kb/2903984
https://www.dropbox.com/install
https://www.box.com/box-for-devices/
https://www.google.com/drive/download/
https://onedrive.live.com/about/en-us/download/

After you install Secure Lifecycle plus a cloud sync client, the DDP|SL virtual drive icon displays in File Explorer. The drive letter is assigned,
using an available letter from the end of the alphabet.

To change the drive letter:

1 In the system tray, click the Secure Lifecycle icon and select Configure Drive.

Dell Data Protection | Secure Lifecycle

Which drive letter would you like to use?

Current: -

About
Check for Policy Updates
Details...

J___.r{:cmﬁg ure Drive

2 Select an available letter from the Current list.

.
i

X

Wi

Dell Data Proteq
L

Which drive letter would yo T
&

{ Current: }|
3 Click Apply or OK.

To add the DDP|SL virtual drive icon to the desktop, right-click the drive and select Create shortcut.

M |

Authenticate Dropbox for Business
If you install Dropbox for Business, Secure Lifecycle prompts for authentication.

To authenticate:

1 After you install Secure Lifecycle, an Authentication window may open, or click the Secure Lifecycle icon and then select Dropbox >
Connect.

The Authentication window notifies you that Secure Lifecycle must have access to your Dropbox account and may give instructions
about business and personal accounts.

For the user, this provides context menu options. For the enterprise and your administrator, this is essential as it provides additional
security measures.

2 At the Authentication window, click Next.



If a Network Threat Protection window opens, click Yes.
In the Authentication window, enter your domain email and Dropbox password.
Click Sign In.

If you have linked your Dropbox business and personal accounts, you will be prompted to select one now. You must select your
business account.

D O N W

7 Click Finish or wait for the window to close.

Work with Folders and Files

Secure Lifecycle works transparently with your cloud sync client. When your administrator sets a policy to enable Secure Lifecycle, files are
encrypted and secure in the cloud when synced from your local computer.

Follow instructions in the cloud storage provider help to do the following:

Create folders
Upload/download folders and files

®| NOTE:

To upload files, copy or drag files to folders on the DDP|SL virtual drive. Secure Lifecycle does not support dragging files from
your local computer to the web or creating files directly in the cloud storage provider's website.

Use selective syncing of folders

Share folders or files with internal users who have Secure Lifecycle. See Sharing a Folder with an Internal User.
Share folders or files with external users. See Using Secure Lifecycle as an External User.

Unshare folders

View Folders and Files on the Local Computer and in the Cloud

Access Sync Client Folders and Files on Local Computer

To access synced folders and files, click the DDP|SL virtual drive in File Explorer. Your cloud sync client displays.

4 & Computer
> & OS (C)
4 - DDP|SL (Z:)+—
> & Box Sync
> ks Dropbox
> & Google Drive
> L@ OneDrive

Here are other ways to access your cloud sync client.

In the system tray, select the sync client icon and open the sync client folder. For more information, see the cloud storage provider help.




In Favorites, click the sync client icon.

When you click the sync client icon in the system tray or in Favorites, note that the DDP|SL virtual drive is highlighted. Secure Lifecycle
redirects you to this virtual drive, which allows you to view your locally decrypted folders and files in cleartext.
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You can also access the DDP|SL virtual drive folders and files through a desktop shortcut. See Change the Virtual Drive Letter or Create a

Shortcut.
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With Secure Lifecycle, you must add subfolders to the cloud sync folder. Do not add files at the root of the DDP|SL virtual drive.
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When you add a file to a folder, Secure Lifecycle automatically adds a file to the folder on the web. Secure Lifecycle uses the How to
access secure files.html file when you share a folder with external users. You do not need to open or download this file. See Using Secure
Lifecycle as an External User.

View Sync Client Folders and Files in the Cloud

Secure Lifecycle encrypts your data in the cloud, and filenames have a .xen extension. The icon by the file may differ for each cloud storage
provider, but it does not display content. You cannot open files in the cloud. Therefore, if someone gains access to your cloud storage
account, they cannot open or view your files. This increases security in the cloud. You can only view files in cleartext on the DDP|SL virtual
drive.

(‘B MNew w T Upload 7 Share i Download Move to

Files > My Secure Lifecycle Folder «—

v Mame
3| 1. How to access secure files
@ My Protected PDF.pdf.xen
@ My Protected Image.png.xen_
[ ChUsers\AppData’\LocalMicrosoft\Windows\Temporary Internet Files\ContentIES\.. &r

i | This file does not have a program associated with it for performing this action. Pleasze install a
" program or, if one is already installed, create an association in the Default Programs control
panel,

QOccasionally, when you download a .xen file to your desktop and it decrypts, a copy of the file with a .xen extension remains. You can delete
the downloaded copy of the .xen file.

If your enterprise requires additional protection for folders and files in the cloud, your administrator can set a policy to obfuscate the
filenames in the cloud and when downloaded. If someone gains access to your cloud storage account, they cannot open the files and they
cannot read the filenames.
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View Sync Client Folders and Files on a Local Computer with Secure Lifecycle and a Virtual Drive Installed

To make Secure Lifecycle easy to use on your local computer, when you open a folder on the DDP|SL virtual drive, files from the cloud are
automatically decrypted and display in cleartext even though they are protected as encrypted files in the cloud.

Protect Folders and Files on Devices That Do Not have Secure Lifecycle

If an unauthorized person downloads a protected file from the cloud to a device does not have Secure Lifecycle installed, the person
cannot access your data. Based on policies set by your administrator:

Office documents - the document opens, but only a cover page displays with an enterprise-specific message.
Non-Office documents - the file is downloaded as a .xen file. The person cannot open the file.

®|NOTE:

For internal users, if you download a file from a computer that has Secure Lifecycle to a device that does not, you cannot view
that file unless you install Secure Lifecycle as an external user.

QOccasionally, a .xen file may display on a computer that has Secure Lifecycle installed. For example, if the Internet connection was severed
before the download was completed, the key may not be available to open the file. A dialog states that the file cannot be decrypted.
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#¥ Dell Data Protection | Secure Lifecycle ™
Access to this file is denied. This file cannot be decrypted
at this time.
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Secure Lifecycle does not allow edits to files without extensions. These files are treated as read-only files. To edit a file without an
extension, download it from the cloud storage provider website, edit it, then upload it through the DDP|SL virtual drive.

Search File Names and Content on the DDP|SL Virtual Drive

If you want to search for file names or content on the DDP|SL virtual drive, you must enable Windows Search Indexing for that drive.



@ | NOTE:
Windows Search Indexing is only enabled for the Users folders.

To enable Windows Search Indexing for the DDP|SL virtual drive:

1 In Control Panel, enter Search Indexing in the Search field.
2 Select Indexing Options.
3 In Change selected locations, select the check box for the DDP|SL virtual drive.

®| NOTE:
The remaining steps may vary depending on your operating system.

Change selected locations

—V| b <> DDPISL (Z:) |
W 2 Intemet Explorer History

v g 0s(C)

4  Click OK.
In Indexing Options, click Close.

You can now perform a search on the DDP|SL virtual drive.

Sharing a Folder with an Internal User

An internal user has an email address within your company's domain.

To share a folder with an internal user, you must access the website for your cloud storage provider and select Share. See the online help
for the cloud storage provider.

Sharing a Folder using Secure Lifecycle and Box

On the Box website, select one of these options.

Box website Options Description
option
Share Available for folders and files When the Share window opens, be sure Allow Downloading is set to Yes.
View access After downloading folders or files, those sharing must extract the zipped folder

and then move folder and files to the DDP|SL virtual drive.

Invite Collaborators Available for folders When the Invite window opens, you can select Editor or Viewer.

View or Edit access Those sharing can sync the folder to their computer, and it syncs to the DDP|
SL virtual drive.
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Use Office Documents with Secure Lifecycle's Protected Mode

To enhance enterprise security, your administrator may enable a policy to protect files for these Office applications:

.docx, .pptx, .XIsx
.docm, .pptm, .xIsm

If an unauthorized person accesses a protected file, the file remains encrypted, for example when you:

Attach it to an email

Move it in a browser - in some cloud sync clients, you can right click a filename and select Move.
Share it on the network

Upload it to a cloud storage provider

Store it on removable media

For Office documents, a cover page may display with instructions for installing or activating Secure Lifecycle, for example:

You need to install Secure Lifecycle.

You need to activate Secure Lifecycle.

You open a protected Office document in the cloud.

You downloaded an Office file from your computer that has Secure Lifecycle to a personal device that does not have it.

An unauthorized user accesses one of your Office files - The cover page displays with an enterprise-specific message, but the user
cannot view the content of the file.

If your enterprise uses Secure Lifecycle's Protected mode, see the following:

Observe File Menu Options to Determine the Level of Security for Office Documents
Work with File Menu Options

Determine Which Opt-in Mode Documents are Protected

Additional Menu Options for Protected Office Documents

External Users and Protected Office Documents

Observe File Menu Options to Determine the Level of Security for Office
Documents

To determine if your administrator has enabled Secure Lifecycle policies, open an Office document and select File. If Protected Save As
displays in the left pane, you have additional protection on Office documents.

To determine the level of security, observe options that are enabled or disabled:

Opt-in mode - You have some options in determining which Office documents to protect.
Save As and Protected Save As are enabled - If you opt to protect an Office document, select Protected Save As.
Print and Export may be enabled or disabled depending on policy.
Share (Save and Send for Office 2010)is enabled.

Documents > Secure Documents folder - With Opt-in mode (but not Force-Protected mode), a Secure Documents folder is added
to the root of the Documents folder. Office documents in this folder are encrypted. If you remove a protected Office document
from this folder, it remains encrypted. If you rename the folder, the renamed folder's contents are encrypted. If you delete the folder,
it is recreated.

Force-Protected mode - Your enterprise requires a higher level of security.
Save As is disabled and Protected Save As enabled - You must save all Office documents in Protected mode.
Print and Export may be enabled or disabled based on policy.



Share (Save and Send for Office 2010) is disabled.

®| NOTE: With Force-Protected mode, policy also enables specific times for sweeping your computer to locate any
unprotected Office files and change them to Protected mode. You must be logged in and be connected to the

network for Secure Lifecycle to sweep any unprotected Office files.

Opt-in mode

Force-Protectad

Save As

Protected Save

Protected Save
As

If you select Protected Save As, the only option in the Save as type field is Office Protected .
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File > Info differs, for example:
For both Opt-in and Force-Protected modes: Add Date Restriction displays if your administrator enabled that policy. See Enhance
Security by Adding Date Restrictions.
For both Opt-in and Force-Protected modes: Properties information about this Office document, such as author and date, is hidden
for greater security.

Read-Only status: See below for more information.

®

NOTE: The Protect Document option in File > Info relates to Microsoft Office not Secure Lifecycle's Protected
mode.

Force Protected Docurment - DOP Protected Waord

Info

Add Date Protect
Date Restrict | Restriction 5 f’t Document
rotec
Secure Document e AL Control what
with Date | | types of changes
Restriction people can make

to this document,

Protected Save
As

If you open an Office document and it indicates read-only mode, check the following:

If Protected Save As does not display in the left pane, read-only is not related to Secure Lifecycle policies.

If your administrator set policies to Force-Protected mode, with a higher level of security, unprotected Office documents open in read-
only mode.
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Work with File Menu Options

NOTE: For OneDrive, if you open a protected Office document through File > Open > OneDrive and the document is read
only, confirm that you have installed and set up the OneDrive sync client.

This table lists File menu options for Office documents. Depending on the level of security, some options are grayed out.

(O | NOTE: Currently, embedded Office documents are not supported with protected Office
mode.
File menu Opt-in mode and Protected Office documents Force-Protected mode for Protected and Unprotected
Open Files open as usual Unprotected documents open in read-only mode.
Save
Options: The document is protected.
ﬁlread%/ pioéef:tsed dsocument ‘tsatV%S ?S proiecie.td. Read-only document - You can edit it but cannot save
”nir%ect © + d%:/e a; unprotected. 1o protect it, the original. When you click Save, the Save As
click Frotected Save AS. Protected window opens, and you must save it in
Read-only document - A dialog states you cannot Protected mode with a new name.
saver:]an trJ]rcwjproter%tedt doourygenjct.hA S;%e A?\tw indow Remote documents - if you open a document in a
%pe S, and you must save It with a cittere remote location and it is not protected, you must save
ename. it to your local drive to modify and save. You cannot
xen file - You can open and save it in Protected save to the remote location.
mode, but the .xen file is removed from the cloud.
The Office document has its usual extension, but it ® |NoOTE: Clicking Save opens a Save As
is protected. window, and the only option in the Save as
type field is Office Protected (Documents,
® NOTE: On the virtual drive, if you right- Presentation, or Workbook).
;I'igkatzg;eg:: ?rgfml%iﬁ;iggﬁ?msﬂg .xen file - You can open and save it in Protected mode,
it as Protected y but the .xen file is removed from the cloud. The Office
: document has its usual extension, but it is protected.
Save As Has the standard options (but not Protected mode) Disabled

Protected Save As

Only option in the Save as type field is Office
Protected

Only option in the Save as type field is Office Protected

Print May be enabled or grayed out based on policies set  Depending on policy, this option may be enabled or
by your administrator. If the menu option is enabled, grayed out.
a policy may place a watermark, containing the user If the menu option is enabled, a policy may place a
name, domain name, and computer ID, on each page watermark, containing the user name, domain name, and
when you print. computer ID, on each page when you print.

Share Enabled Disabled

Save and Send Enabled Disabled

(Office 2010) If Print is enabled, you can select Print to print the

document as a PDF.

Export May be enabled or grayed out based on policies set May be enabled or grayed out based on policies set by

(Office 2013 and by your administrator. your administrator.

higher)

Protected Export

(Office 2013 and
higher)

If the Export menu option is grayed out and Protected
Export is enabled, the document exports with a
watermark, containing the user name, domain name,
and computer ID, on each page.

( | NOTE: If you export a Protected-mode
document to an external user, they can open
and view it but not export or print it.

Work Online with Protected Office Documents

If the Export menu option is grayed out and Protected
Export is enabled, the document exports with a
watermark, containing the user name, domain name, and
computer ID, on each page.

(D | NOTE: If you export a Protected-mode document
to an external user, they can open and view it but
not export or print it.

When creating protected Office documents, the best practice is to work online because keys are generated for those documents. If your
computer needed to be re-imaged and you created protected Office documents offline, be sure to tell your administrator.



Work Online with Protected Macro-enabled Documents

With a protected macro-enabled document, the macro exists but is blocked. However, currently, Secure Lifecycle can only control a macro-
enabled document after the newly protected document (.docm, .pptm, .xIsm) is closed and re-opened. Also, if you save a protected
document with a macro as unprotected, you must close and re-open the document in order for the macro to run.

Troubleshooting for Opt-in Mode

In File > Info, if your Print is grayed out, a Secure Lifecycle policy has disabled printing for protected Office documents. Currently though,
when you right-click a protected Office file in Windows Explorer, the Print option is not grayed out. However, if you select Print, the
following occurs:

Word - A dialog indicates that Word has stopped working.
Excel - A dialog indicates that Print is disabled by policy.

Powerpoint - A dialog indicates that Print is disabled by policy. If you click OK, a cover page is printed stating that the document is
protected.

Determine Which Opt-in Mode Documents are Protected

If you have Force-Protected mode, all Office documents are protected. If you have Opt-in mode and want to confirm if a document is
protected or not, open the document and the title bar lists it as protected.

Additional Menu Options for Protected Office Documents

The type of Office document, protected or unprotected, can affect the following.
Paste

If your administrator sets a policy to protect Office documents:

You can copy and paste data into the original protected document.

You cannot copy or paste from a protected document to an unprotected document. Nothing displays on the Clipboard, and an
enterprise-specific text message states that you cannot paste to the unprotected or non-managed document.

®| NOTE: If you cut text from a protected document and get the message in an unprotected document, click Undo in the
protected document to retrieve the text.

Drag and Drop in Protected mode

You can drag and drop content into a protected Word document. Currently, drag and drop are disabled for protected Power Point and Excel
files.

Print for Envelopes and Labels

If your administrator has set a policy to add a watermark when you print a protected Office document, follow these steps to print envelopes
or labels:

1 In a Word document, select the Mailings tab.
2 Select the Envelopes or Labels option.
3 After you enter the address or return address, click Print.

®| NOTE: If you use another option to print and your administrator set a policy to add a watermark for printed Office
documents, a watermark will display on your envelope or label.

Tampering and Protected Office Documents

Secure Lifecycle can scan protected Office documents to detect some forms of tampering.



If an internal user tampers with a protected Office document:

Secure Lifecycle can repair or restore some tampering.

For tampering that cannot be repaired, a dialog may display notifying you that the file has been tampered with and to contact your
administrator.

If an unauthorized user opens a protected Office document, only the cover page displays. If the unauthorized user modifies the cover page,
Secure Lifecycle restores the cover page when an authorized users saves it again as protected.

External Users and Protected Office Documents

Enhance Security by Adding Date Restrictions
With Secure Lifecycle, you upload a protected Office document to the cloud and share it:

All internal Secure Lifecycle users can view it.
Based on policy, external users can view it.

Optionally, for enhanced security with external users, you can add a date restriction to limit the amount of time that an external user can
view a protected Office document.

1 Select File > Info > Date Restrict.

Force Protected Document - DDP Protected Ward

Info

Add Date Protect
Date Restrict | Restriction 5 f’t Document
rotec
Secure Document ' A Control what
with Date | types of changes
Restriction people can make

to this document.

Protected Save
As

2 From the dropdown option, select a Begin and End date and time for an external user to view the document.

®| NOTE: The Begin date and time can be future if you want to send the document but prevent the external user from
viewing it until the targeted date and time.



Date Options “

Add/hodify date-based access restrictions to your
document.

YWarning Adding date restrictions to wour document will
sawe your latest changes.

select the date range below that will cantrol when your
document can be accessed.

Begin Date: | Thursday , Septernber 08, 2016 10:23 A0 [ |

End Date: | Friday E~ |
o
3  Click OK.
The document will be saved, protected, closed, and then reopened.
®| NOTE: If you modify the dates for an unprotected Office document and then click Cancel, Secure Lifecycle still

protects the file.

®

NOTE: Currently, when adding date restrictions to a protected Office document and planning to save it to a network
drive, you must save the file locally and then copy it to the network.

If an external user opens a file after the date and time range, a dialog states that the file has access restrictions and the external user can
contact the author of the file. The dialog does not display any dates for the external user.

Dell Data Protection | Secure Lifecycle

If you set the Begin Date field to a future date or time and the external user opens it prior to that time, a dialog displays stating that the file
cannot be opened until that date and time due to access restrictions.
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Dell Data Protection | Secure Lifecycle 3 |




Working without an Internet Connection

Without an Internet connection, you can still view cloud sync files on your local drive through File Explorer. However, the DDP|SL virtual
drive does not display. Also, changes will not sync in the cloud until you connect to the Internet.

Character Limit for Folder Path Names

Windows path names have a limit of 248 characters.

In the Cloud, that limit does not exist. Therefore, you can create folders and subfolders with a path name that goes beyond that limit.
However, locally, in Windows, any path names that exceed that limit, the folders are not created. Therefore, be sure to limit path names of
folders and subfolders to 248 characters.

Dropbox for Business

Dropbox for Business has specific requirements. See Install a Cloud Sync Client.

Cloud Storage Provider Help

Before using Secure Lifecycle, be sure to learn about the cloud storage provider. Dropbox for Business support is at:
https://www.dropbox.com/help.

Even though you can upload files on the cloud storage provider's website, the best practice is to work with folders and files on the DDP|SL
virtual drive.

Connect Secure Lifecycle and Dropbox for Business

If your company uses Dropbox for Business, you must allow Secure Lifecycle to stay connected.

To connect:

1 In the system tray, click the Secure Lifecycle icon and then select Dropbox > Connect.
2 At the Dropbox Authentication window, read the information and then click Next.

3 If you have linked your Dropbox business and personal accounts, you will be prompted to select one now. You must select your
business account.

At the prompt to allow Secure Lifecycle to access your Dropbox files and folders, click Allow.
Click Finish.

Set Up Selective Sync for Folders

To selectively sync folders:

In the system tray, click the Dropbox for Business icon.

Click the Settings icon, and select Preferences.

Click the Account tab, then click Selective Sync.

Select only folders or subfolders that you want to sync from your computer.
Click Update.

a D NN


https://www.dropbox.com/help

On the Update confirmation dialog, click OK.
7 On the Dropbox Preferences window, click OK.
A pop-up displays in the system tray that folders are being synced.

Your enterprise will determine if you can have a business account only or if you can use both business and personal folders. If you
want pre-existing folders, with either personal files or data that does not need to be encrypted, deselect those folders before installing
Secure Lifecycle. Otherwise, your personal data might be encrypted.

Use the Dropbox for Business System Tray Icon

In the system tray, click the Dropbox icon.

For the website - Select the Globe icon.

®| NOTE: If you use Chrome or Firefox to open Dropbox.com, be sure to close it after you finish working with files and
folders. Even if you open another tab in the browser, the content will be encrypted. This could include email, an
attachment, or uploads using the browser.

For the folder - Select the Dropbox folder icon.This redirects you to the DDP|SL virtual drive.

Use Dropbox for Business Context Menu

In Windows Explorer when Secure Lifecycle is installed, Dropbox for Business has a context menu.

| NOTE:
You must connect Secure Lifecycle to Dropbox.

To access the context menu, in Windows Explorer, open a Dropbox folder and right-click a file. The cloud icon has these options:

Share Secure Dropbox link
View on Dropbox.com
View previous versions

Use Business and Personal Dropbox Accounts

If your company has Dropbox for Business and also allows you to link a personal Dropbox account with your business account, be sure to
understand the policies set by your administrator for those accounts. For example, a company can set the following policies:

Both business and personal files are encrypted.
or

Only business files and folders are encrypted. Personal files remain unencrypted.
For security, your enterprise may have an auditing policy. File names in the personal folder are logged and sent to the Dell Data
Protection Server.

If you use business and personal Dropbox accounts, do not store business files in your personal Dropbox folder.
Decrypting Folders in a Personal Account

If a personal folder is accidentally encrypted, the administrator can grant temporary access to allow you to manage encryption of your
folders. Deselect folders that should be unencrypted. Also, you can remove folders from syncing by unlinking the account or unsyncing
personal folders that should remain unencrypted.



OneDrive for Business/ Unified OneDrive

@‘ NOTE: Secure Lifecycle is not supported with Microsoft Office
365.

®| NOTE:

Data sharing in OneDrive for Business is not supported.

Cloud Storage Provider Help

Before using Secure Lifecycle, be sure to learn about the cloud storage provider. OneDrive for Business support is at
http://windows.microsoft.com/en-us/onedrive/onedrive-help#onedrive=other.

Even though you can upload files on the cloud storage provider's website, the best practice is to work with folders and files on the DDP|SL
virtual drive.

Set Up Selective Sync for Folders

To selectively sync folders:

In the system tray, right-click the OneDrive for Business/ Unified OneDrive icon, and click Sync a new library.
Enter your library URL.
Select Sync now.

DN NN -

Select Show my files.

Use the OneDrive for Business System Tray Icon

In the system tray:

For the website - Right-click and select Go to OneDrive.com.
For the folder - Right- or left-click and select Open your OneDrive for Business folder. This redirects you to the DDP|SL virtual drive.

Security Considerations with Secure Lifecycle and OneDrive or OneDrive
for Business

Secure Lifecycle encrypts folders and files to make data secure. As Secure Lifecycle works with sync clients, be aware of these
considerations.

When downloading, do not select Cancel. This will cause an error. If you want to delete the file, wait until the download has completed.

For Windows 8.1, Microsoft OneDrive has placeholder files that appear to exist in the sync client but are not actually downloaded.
Therefore, Secure Lifecycle cannot encrypt them. If you open a placeholder file, Secure Lifecycle displays a dialog that the file will not
be protected. You can right-click and select Download and then Secure Lifecycle converts it to a .xen file.


http://windows.microsoft.com/en-us/onedrive/onedrive-help#onedrive=other

Dropbox

Cloud Storage Provider Help

Before using Secure Lifecycle, be sure to learn about the cloud storage provider. Dropbox support is at https://www.dropbox.com/help.

Even though you can create files in the cloud or upload files to the cloud storage provider's website, the best practice is to work with
folders and files on the DDP|SL virtual drive.

@ | NOTE:

For Dropbox and Secure Lifecycle, if you create an Office file in the cloud and sync it down, it is encrypted as a .xen file. Therefore, on
the virtual drive, it opens in read-only mode. You cannot edit it.

Set Up Selective Sync for Folders

To selectively sync folders:

In the system tray, click the Dropbox icon.

Click the Settings icon, and select Preferences.

Click the Account tab, then click Selective Sync.

Select only folders or subfolders that you want to sync from your computer.
Click Update.

On the Update confirmation dialog, click OK.

N o o0 N/

On the Dropbox Preferences window, click OK.
A pop-up displays in the system tray that folders are being synced.

Use the Dropbox System Tray Icon

In the system tray, click the Dropbox icon.
For the website - Select the Globe icon.

®| NOTE: If you use Chrome or Firefox to open Dropbox.com, be sure to close it after you finish working with files and
folders. Even if you open another tab in the browser, the content will be encrypted. This could include email, an
attachment, or uploads using the browser.

For the folder - Select the Dropbox folder icon.This redirects you to the DDP|SL virtual drive.

Security Considerations with Secure Lifecycle and Dropbox

If you are running in a virtual machine, do not drag a file from the server desktop into the browser. The file will not be protected. Do one of
these: In the browser, use the Upload option or, on the desktop, drag the file to the DDP|SL virtual drive.

Dropbox FAQs

Question
My Dropbox account has many conflicted files. When | delete them from the cloud, they keep being created.

Answer


https://www.dropbox.com/help

Sometimes, when a folder has already been shared and then multiple Secure Lifecycle accounts are activated at the same time, these files
are seen as being created at the same time. In an effort to preserve the original, Dropbox will create multiple files of the same name and
type and place them into the cloud. Therefore, Secure Lifecycle will allow all the files to be created without interfering.

Solution

1 Everyone who is sharing that file must collaborate on deselecting that folder for sync from the Dropbox application. See Dropbox for
Business.

2 After all the files and the folder have been removed from each local machine, one person must access the cloud and delete the
duplicate files.

Then, each person can use the selective sync to re-add the folder to be synced.

Box

Cloud Storage Provider Help

Before using Secure Lifecycle, be sure to learn about the cloud storage provider. Box support is at https://support.box.com/home.

Even though you can upload files on the cloud storage provider's website, the best practice is to work with folders and files on the DDP|SL
virtual drive.

®| NOTE: Box Tools and Box Edit are not supported with Secure Lifecycle. Using Box Tools may cause a blue screen condition.

Set Up Selective Sync for Folders

To selectively sync folders:

1 In the system tray, right-click the Box icon and select Open Box web site.
2 On the cloud sync client website, right-click a folder and select Sync Folder to Computer.
3 In the Sync folder window, click Sync Folder.

The system tray icon indicates settings are being applied. This may take several minutes.

4 When complete, navigate to Windows Explorer > Box Sync. The synced folders display with a check mark.

Use the Box System Tray Icon

In the system tray, right-click the Box icon.

For the website - Select Open Box Website.
For the folder - Select Open Box Sync folder. This redirects you to the DDP|SL virtual drive.

Box Sync Client FAQs

Question

I am using the Box sync client. | created a new folder locally and added some files. The sync client appears to be working, but nothing has
been created in the cloud.

Answer

The Box sync client may require some time to collect information about new folders and files. The process can take several minutes
compared to other sync clients. Be sure to wait for several minutes for the sync client to complete before creating new folders and files.



Question

| am using the Box sync client. | ran out of room on my primary partition, so | moved it to another drive. Now, the My Box Files folder has
one or more folders created and named New Folder.

Answer

Currently, when files are being synced between two computers to the same file share, if one person moves that folder to another location,
then any new folders that other people create in that file share will create an empty folder named New Folder.

Solution

Delete the New Folder directly from the cloud. It will be removed from all systems that are sharing that folder.

Security Considerations with Secure Lifecycle and Box

If you create a file in the Box Cloud website, it will sync. However, it will download as an encrypted file.

Google Drive

Cloud Storage Provider Help

Before using Secure Lifecycle, be sure to learn about the cloud storage provider. Google Drive support is at https://support.google.com/
drive/?hl=en#topic=14940.

Even though you can upload files on the cloud storage provider's website, the best practice is to work with folders and files on the DDP|SL
virtual drive.

Set Up Selective Sync for Folders

To selectively sync folders:

In the system tray, click the Google Drive icon.

Select the Settings icon.

Select Preferences.

To selectively sync, click Only these folders.

Clear the check box for folders that do not need to be protected in the cloud.
Click Apply.
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To confirm, click Continue.

Use the Google Drive System Tray Icon

In the system tray, click the Google Drive icon.

For the website - Select Visit Google Drive on the Web.
For the folder - Select Open Google Drive folder. This redirects you to the DDP|SL virtual drive


https://support.google.com/drive/?hl=en#topic=14940
https://support.google.com/drive/?hl=en#topic=14940

Security Considerations with Secure Lifecycle and Google Drive

Secure Lifecycle encrypts folders and files to protect data. As Secure Lifecycle works with sync clients, be aware of these considerations.

Corporate security policy prohibits use of Google Docs with Secure Lifecycle. When you install Secure Lifecycle, a dialog informs you of
this policy. For more information, contact your IT administrator.

Google Drive contains a Google Docs app that allows users to collaborate on documents in real-time. However, the collaboration occurs
on a Google server, and the files are not encrypted. For Windows and Secure Lifecycle, any Google Docs that you create display in your
Google Docs sync client folders.

However, if you open the folder, a dialog warns you that Secure Lifecycle cannot encrypt that document. Also, to ensure secure data,
your administrator may be running reports to identify Google Docs that are being synced in order to help provide security.

Google Drive options have both Remove (removes to trash) and Delete. Google Drive with Secure Lifecycle has Delete only, to be
consistent with other Secure Lifecycle functionality.
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NOTE: If you delete multiple files from the Secure Lifecycle virtual drive and some still display in the browser or command
line, delete them in the browser or from the command line.

With Google Drive, you may get a warning that properties are stripped when copying files to the DDP|SL virtual drive. These are
security attributes.

OneDrive

®| NOTE:

Secure Lifecycle is not supported with Microsoft Office
365.

Cloud Storage Provider Help

Before using Secure Lifecycle, be sure to learn about the cloud storage provider. OneDrive support at http://windows.microsoft.com/en-
us/onedrive/onedrive-help#onedrive=other.

Even though you can upload files on the cloud storage provider's website, the best practice is to work with folders and files on the DDP|SL
virtual drive.

Set Up Selective Sync for Folders

To selectively sync folders:

In the system tray, right-click the OneDrive icon, and click Settings.

Select the Choose Folders tab and then click Choose Folders.

Next, select Choose folders to sync.

A list of folders display. Select or clear check boxes to sync those folders. Click OK.
Click OK.

The system tray icon indicates settings are being applied. This may take several minutes.
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When complete, navigate to Windows Explorer > OneDrive. The synced folders display with a check mark.

Use the OneDrive System Tray Icon

In the system tray:


http://windows.microsoft.com/en-us/onedrive/onedrive-help#onedrive=other
http://windows.microsoft.com/en-us/onedrive/onedrive-help#onedrive=other

For the website - Right-click and select Go to OneDrive.com.
For the folder - Right- or left-click and select Open your OneDrive folder. This redirects you to the DDP|SL virtual drive.

Security Considerations with Secure Lifecycle and OneDrive or OneDrive
for Business

See Security Considerations with Secure Lifecycle and Sync Clients.

Understand the Secure Lifecycle System Tray Menu Iltems

Details Screen
The Secure Lifecycle Details screen provides helpful information, for example:

For technical support, you can provide status or version information.

To see an unobfuscated filename that is associated with a.xen file, select Files > File State.

To search for a filename, select Copy at the bottom right and paste the contents into a Word file.
To see who owns a folder, select Folders and scroll to the FOLDER OWNERSHIP column.

To access the Details screen:
Click the Secure Lifecycle system tray icon, and then click Details...
The upper-left corner of the Details screen displays the following information:

Service Status: Status of the Secure Lifecycle Windows Service. Values are: Stopped, StartPending, StopPending, Running,
ContinuePending, PausePending, Paused

Run State: The device activation state. Values are: Active, Reactivating, Suspended, Suspending

User Mode: Internal user - a user within this domain address

External user - a user outside of this domain address

Registration Email: For Internal users, this is the domain email address. For External users, this is the email under which they registered.
Server URL: DDP EE Server/VE Server that communicates with this client.

Policy Last Modified: Date and timestamp of when the policy was last modified and consumed by the client.
Policy Version: Policy version generated by the DDP EE Server/VE Server.

The Files area of the Details screen displays the following information:

Name: Name of the file

Cloud: Lists the obfuscated filename or whether the file is Unprotected.

File State: This value indicates the owner of the folder. Value is determined by the Key ID.

Processing State: Lists whether the file needs a key or is Complete.

Enterprise: Lists default server. If a message displays in this column, Error: Key Not From Your Server, the key does not belong to your
enterprise's server. The key for an encrypted file must belong to your enterprise's server.

Key: Key ID assigned to that folder (new files use that key for encryption).



Folder: The full path name of the folder.

Last Modified: The date the file was modified.

Persistence State: This indicates whether the file is on disk.
XEN File Read: True or False.

Browser Created: True or False.

To view log files, from the bottom-left corner of the Details screen, click View Log.

@®| NOTE:
Log files can be also be found at C:\ProgramData\Del\Dell Data Protection\Secure Lifecycle.

The Folders area of the Details screen displays the following information:

Name: Name of the folder

Key: Key ID assigned to that folder (new files use that key for encryption).

Sync Client: The last sync client to sync that folder (See Cloud Sync Clients.)

Folder Ownership: This value indicates the owner of the folder. Value is determined by the Key ID.

Override: Options are None and Pre-existing. Pre-existing files are not protected. Also, if you have access to Folder Management and
unprotected some files, this column indicates that they are not protected.

Obfuscation Type: If your enterprise manages your cloud storage, this is a policy set on each folder indicating what type of .xen files will be
created in the cloud. This is a policy set by your administrator. If your administrator selects Extension only, the actual filename with the
"xen" extension will be displayed. If your administrator selects Guid, a scrambled filename with the ".xen" extension will display. This is a
policy setting that takes effect on new folders only. The default is Extension only.

Manage Folders Menu

Some managers or administrators may need to temporarily troubleshoot folders shared by more than one user. You can request permission
from your administrator for the Manage Folders option. Typically, this is a temporary option.

Check for Policy Updates

If your administrator modifies a policy and notifies you of a policy update, go to the Windows system tray, click the Dell Data Protection |
Secure Lifecycle icon, and select Check for Policy Updates.

If your administrator modifies a policy to protect files created in Microsoft Word, you must close Word for that update to be applied.

Locate Log Files

For troubleshooting, your administrator may request log files.
To locate log files:

1 Navigate to
2 Select Xendow.Service.log.



®| NOTE: After Xendow.Service.log reaches 3 MB, it is saved as Xendow.Servicel.log, then Xendow.Service2.log.

Upgrade Secure Lifecycle

The best practice is to uninstall your previous version and then install the current version. See Uninstall Secure Lifecycle.

Provide Feedback to Dell

If your administrator enabled a feedback policy, you can provide feedback to Dell about this product. The brief form includes two questions
about the your satisfaction level with rating scales (where 10 indicates the highest satisfaction level) and a comment field.

To access the form, click the Secure Lifecycle icon in the system tray, and select Send Feedback.

If this feature is not enabled by policy, the option does not display.

Possible Issues With Activating - Cloud and Protected
Office

If you have installed Secure Lifecycle, but the Secure Lifecycle icon in the the system tray does not have a green checkmark el be aware

of the following depending on whether you have cloud encryption, protected Office, or both:

Access is blocked to cloud sync websites

Cloud sync applications are blocked from connecting to their web services

Local synced folders are not updated during this time

Secure Lifecycle may convert existing Office documents to protected mode before you activate. If so, when you open an Office
document, a cover page displays with information on how to activate.

Do one of these:

Reboot and log back in with a UPN suffix, for example, user_name@domain.com.

Confirm with your administrator whether or not you should select the Enable SSL Trust Verification check box when you installed
Secure Lifecycle.

Contact your system administrator about having your computer configured to manually activate. See Activate Secure Lifecycle.

Activate Secure Lifecycle

Typically, Secure Lifecycle auto-activates after you install and reboot. If your administrator tells you to manually activate, follow these steps:

1 Loginto Windows.
In the system tray, a shield icon with an orange exclamation point displays.
2 Click the Secure Lifecycle icon in the system tray and select User Activation.
3 Enter your domain email address and domain password, and click Activate.
If you are an internal user (with a domain email address), ignore the Register button. Only external users need to register.

After activation is complete, a green check displays on the Secure Lifecycle system tray icon
4 Confirm your user mode status. Click the system tray icon and select Details.

At the top, confirm User Mode:

Internal: A user with an email address within the company's domain.
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External: A user with a non-domain email address. For more information, see Using Secure Lifecycle as an External User.

Dell Data Protection | Secure Lifecycle
User Tasks - Cloud Encryption and Protected Office



User Tasks - Protected Office without Cloud

Encryption

Your administrator has already configured policies for Secure Lifecycle to protect Office documents.

@| NOTE: If your enterprise also manages your cloud sync client, see User Tasks - Cloud Encryption and Protected

Office.

Overview of Tasks

This overview summarizes the sequence for installing and using Secure Lifecycle.

Install Secure Lifecycle

Task Description For More Information
Install Secure Determine the following: User installs: See Install Secure Lifecycle on Windows. Reboot and
Lifecycle continue to the next step.

User must install Secure Lifecycle

Administrator already installed Secure
Lifecycle - continue to the next step.

Confirm activation ~Confirm on the system tray that the Secure

status H
Lifecycle icon has a green checkmark .

Use Secure Lifecycle

Task Description

If the icon has an orange exclamation point, see Possible Issues With
Activating - Protected Office.

For More Information

View system tray  Provides helpful information about files,
menu folders, and troubleshooting.

Protect Office and  Protect an Office document

macro-enabled (.docx, .pptx, xIsx, .docm, .pptm, .xIsm)

documents, if when you create it. It will be secure when

policy is activated  you share it with others or store it on
removable media.

Share a folder with  Share a folder with:
others to
collaborate on files  Internal user (has a domain email address)

External user (has a non-domain email
address) - work with your administrator.

Understand the Secure Lifecycle System Tray Menu ltems

Use Office Documents with Secure Lifecycle's Protected Mode

Observe File Menu Options to Determine the Level of Security for
Office Documents

Work with File Menu Options

Internal user - See the online help for your cloud storage provider.

External user - See Using Secure Lifecycle as an External User.



®| NOTE:

If you open an Office document and a cover page displays with installation or activation information, your administrator may have set
policies to protect Office documents. Confirm that Secure Lifecycle is installed and activated. See Possible Issues With Activating -
Protected Office.

Install Secure Lifecycle for Protected Office

Install Secure Lifecycle on Windows

You must be a local administrator on the computer to install Secure Lifecycle.
The computer must have one alphabetic letter available to assign to a disk drive.
Be prepared to restart your computer after Secure Lifecycle is installed.

1 To download the Secure Lifecycle installer, go to the location specified by your administrator.

Based on your operating system, select either the 32-bit or 64-bit installer, typically setup32.exe or setup64.exe, and copy it to the
local computer.

N

Double-click the file to launch the installer.

If you get a Security Warning, click Run.

Select a language and click OK.

If prompted to install Microsoft Visual C++ 2010 Redistributable Package or Microsoft .NET Framework 4.0 Client Profile, click OK.
At the Welcome screen, click Next.

Read the license agreement, accept the terms, and click Next.
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At the Destination Folder screen, click Next to install in the default location of C:\Program Files\Dell\Dell Data Protection\Secure
Lifecycle\.

On C:\, do not install Secure Lifecycle in the Users or Windows folders or at the root of any drive. You will get an error.

10 Inthe Server Name: field, enter the Server Name that this computer will communicate with, such as server.domain.com. You do
not need to include www or http(s). This information is supplied by your administrator.

Do not clear the Enable SSL Trust Verification check box unless your administrator instructs you to do so.
11 Click Next.

12 In the Confirm Activation Server Information screen, confirm that the Server URL address is correct. The installer adds www or
http(s) and the port. Click Next.

13 In the Management Type window, select this option:
Internal Use - A user with an email address within the company's domain.
14  Click Install to begin the installation.
A status window displays the installation progress.
15 Click Finish when the Installation Complete screen displays.
16 Click Yes to restart.
Installation of Secure Lifecycle is complete.

17 After you reboot, confirm on the system tray that the Secure Lifecycle icon has a green checkmark s

Use Office Documents with Secure Lifecycle's
Protected Mode

To enhance enterprise security, your administrator may enable a policy to protect files for these Office applications:

.docx, .pptx, .xIsx
.docm, .pptm, .xlsm



If an unauthorized person accesses a protected file, the file remains encrypted, for example when you:

Attach it to an email

Move it in a browser - in some cloud sync clients, you can right click a filename and select Move.
Share it on the network

Upload it to a cloud storage provider

Store it on removable media

For Office documents, a cover page may display with instructions for installing or activating Secure Lifecycle, for example:

You need to install Secure Lifecycle.

You need to activate Secure Lifecycle.

You open a protected Office document in the cloud.

You downloaded an Office file from your computer that has Secure Lifecycle to a personal device that does not have it.

An unauthorized user accesses one of your Office files - The cover page displays with an enterprise-specific message, but the user
cannot view the content of the file.

If your enterprise uses Secure Lifecycle's Protected mode, see the following:

Observe File Menu Options to Determine the Level of Security for Office Documents
Work with File Menu Options

Determine Which Opt-in Mode Documents are Protected

Additional Menu Options for Protected Office Documents

External Users and Protected Office Documents

Observe File Menu Options to Determine the Level of Security
for Office Documents

To determine if your administrator has enabled Secure Lifecycle policies, open an Office document and select File. If Protected Save As
displays in the left pane, you have additional protection on Office documents.

To determine the level of security, observe options that are enabled or disabled:

Opt-in mode - You have some options in determining which Office documents to protect.
Save As and Protected Save As are enabled - If you opt to protect an Office document, select Protected Save As.
Print and Export may be enabled or disabled depending on policy.
Share (Save and Send for Office 2010)is enabled.

Documents > Secure Documents folder - With Opt-in mode (but not Force-Protected mode), a Secure Documents folder is added
to the root of the Documents folder. Office documents in this folder are encrypted. If you remove a protected Office document
from this folder, it remains encrypted. If you rename the folder, the renamed folder's contents are encrypted. If you delete the folder,
it is recreated.

Force-Protected mode - Your enterprise requires a higher level of security.
Save As is disabled and Protected Save As enabled - You must save all Office documents in Protected mode.
Print and Export may be enabled or disabled based on policy.
Share (Save and Send for Office 2010) is disabled.
®| NOTE: With Force-Protected mode, policy also enables specific times for sweeping your computer to locate any

unprotected Office files and change them to Protected mode. You must be logged in and be connected to the
network for Secure Lifecycle to sweep any unprotected Office files.



Opt-in mode

Force-Protected

Save Az

Protected Save

Protected Save
As

If you select Protected Save As, the only option in the Save as type field is Office Protected .

@Siﬂéhs

@O'| L %= Google Drive » My Secure Lifecycle - | ﬁ-| | Search My Secure Lifecycle O

Organize » MNew folder =~ B

1M Computer =| Mame Date modified Type
&, Local Disk (C)

— =3 DDP[SL (Z3)
L Google Drive

Protected Save As 3252016 11:06 AM  Microsoft Word

. My Secure Lifecycle _

File name: Prutected SEvE As

—pe S3ve s t_l,.rpe Office Protected Document (*.docx)
Office Protected Document (*.docx)

.~ Hide Folders Cancel

File > Info differs, for example:
For both Opt-in and Force-Protected modes: Add Date Restriction displays if your administrator enabled that policy. See Enhance

Security by Adding Date Restrictions.



For both Opt-in and Force-Protected modes: Properties information about this Office document, such as author and date, is hidden
for greater security.

Read-Only status: See below for more information.

®

NOTE: The Protect Document option in File > Info relates to Microsoft Office not Secure Lifecycle's Protected
mode.

Force Protected Document - DDP Protected Word

Info

Add Date Protect
Date Restrict | Restriction ; f’t Document
rotec
Secure Document L Control what
with Date | types of changes
Restriction people can make

to this document,

Protected Save

As

If you open an Office document and it indicates read-only mode, check the following:

If Protected Save As does not display in the left pane, read-only is not related to Secure Lifecycle policies.

If your administrator set policies to Force-Protected mode, with a higher level of security, unprotected Office documents open in read-
only mode.

®

NOTE: For OneDrive, if you open a protected Office document through File > Open > OneDrive and the document is read
only, confirm that you have installed and set up the OneDrive sync client.

Work with File Menu Options

This table lists File menu options for Office documents. Depending on the level of security, some options are grayed out.

®

NOTE: Currently, embedded Office documents are not supported with protected Office
mode.




File menu

Opt-in mode and Protected Office documents

Force-Protected mode for Protected and Unprotected

Open Files open as usual Unprotected documents open in read-only mode.
Save , )
Options: The document is protected.
ﬁlrr]earg%/eggéecte%ggcgrUﬁnFO—teSCat\é%s %S) p?gggieitd' Read-only document - You can edit it but cannot save
cl'cﬁi Protecté;%aveaAs P -1op ' the original. When you click Save, the Save As
! : Protected window opens, and you must save it in
Read-only document - A dialog states you cannot Protected mode with a new name.
ga\éisanaﬁgprgae%tﬁg ica)sgq;evr\;}t‘hAasc%ee ré?wtw indow Remote documents - if you open a document in a
ﬁI%narﬁe Y remote location and it is not protected, you must save
: it to your local drive to modify and save. You cannot
xen file - You can open and save it in Protected save to the remote location.
mode, but the .xen file is removed from the cloud.
The Office document has its usual extension, but it ® | NOTE: Clicking Save opens a Save As
is protected. window, and the only option in the Save as
type field is Office Protected (Documents,
@® | NOTE: On the virtual drive, if you right- Presentation, or Workbook).
click to create a new Office document ' o
e " i xen file - You can open and save it in Protected mode,
:: :ssaﬁ::ftg:tl:c'iYou must manually save but the .xen file is removed from the cloud. The Office
: document has its usual extension, but it is protected.
Save As Has the standard options (but not Protected mode) Disabled

Protected Save As

Only option in the Save as type field is Office
Protected

Only option in the Save as type field is Office Protected

Print May be enabled or grayed out based on policies set  Depending on policy, this option may be enabled or
by your administrator. If the menu option is enabled, grayed out.
a policy may place a watermark, containing the user If the menu option is enabled, a policy may place a
name, domain name, and computer ID, on each page watermark, containing the user name, domain name, and
when you print. computer ID, on each page when you print.

Share Enabled Disabled

Save and Send Enabled Disabled

(Office 2010) If Print is enabled, you can select Print to print the

document as a PDF.

Export May be enabled or grayed out based on policies set May be enabled or grayed out based on policies set by

(Office 2013 and by your administrator. your administrator.

higher)

Protected Export

(Office 2013 and
higher)

If the Export menu option is grayed out and Protected
Export is enabled, the document exports with a
watermark, containing the user name, domain name,
and computer ID, on each page.

( | NOTE: If you export a Protected-mode
document to an external user, they can open

and view it but not export or print it.

If the Export menu option is grayed out and Protected
Export is enabled, the document exports with a
watermark, containing the user name, domain name, and
computer ID, on each page.

(O | NOTE: If you export a Protected-mode document
to an external user, they can open and view it but
not export or print it.

Work Online with Protected Office Documents

When creating protected Office documents, the best practice is to work online because keys are generated for those documents. If your
computer needed to be re-imaged and you created protected Office documents offline, be sure to tell your administrator.

Work Online with Protected Macro-enabled Documents

With a protected macro-enabled document, the macro exists but is blocked. However, currently, Secure Lifecycle can only control a macro-
enabled document after the newly protected document (.docm, .pptm, .xlsm) is closed and re-opened. Also, if you save a protected
document with a macro as unprotected, you must close and re-open the document in order for the macro to run.

Troubleshooting for Opt-in Mode



In File > Info, if your Print is grayed out, a Secure Lifecycle policy has disabled printing for protected Office documents. Currently though,
when you right-click a protected Office file in Windows Explorer, the Print option is not grayed out. However, if you select Print, the
following occurs:

Word - A dialog indicates that Word has stopped working.
Excel - A dialog indicates that Print is disabled by policy.

Powerpoint - A dialog indicates that Print is disabled by policy. If you click OK, a cover page is printed stating that the document is
protected.

Determine Which Opt-in Mode Documents are Protected

If you have Force-Protected mode, all Office documents are protected. If you have Opt-in mode and want to confirm if a document is
protected or not, open the document and the title bar lists it as protected.

Additional Menu Options for Protected Office Documents

The type of Office document, protected or unprotected, can affect the following.
Paste

If your administrator sets a policy to protect Office documents:

You can copy and paste data into the original protected document.
You cannot copy or paste from a protected document to an unprotected document. Nothing displays on the Clipboard, and an
enterprise-specific text message states that you cannot paste to the unprotected or non-managed document.

®| NOTE: If you cut text from a protected document and get the message in an unprotected document, click Undo in the
protected document to retrieve the text.

Drag and Drop in Protected mode

You can drag and drop content into a protected Word document. Currently, drag and drop are disabled for protected Power Point and Excel
files.

Print for Envelopes and Labels

If your administrator has set a policy to add a watermark when you print a protected Office document, follow these steps to print envelopes
or labels:

1 In a Word document, select the Mailings tab.
2 Select the Envelopes or Labels option.
3 After you enter the address or return address, click Print.

®

NOTE: If you use another option to print and your administrator set a policy to add a watermark for printed Office
documents, a watermark will display on your envelope or label.

Tampering and Protected Office Documents

Secure Lifecycle can scan protected Office documents to detect some forms of tampering.

If an internal user tampers with a protected Office document:

Secure Lifecycle can repair or restore some tampering.

For tampering that cannot be repaired, a dialog may display notifying you that the file has been tampered with and to contact your
administrator.



If an unauthorized user opens a protected Office document, only the cover page displays. If the unauthorized user modifies the cover page,

Secure Lifecycle restores the cover page when an authorized users saves it again as protected.

External Users and Protected Office Documents

Enhance Security by Adding Date Restrictions
With Secure Lifecycle, you upload a protected Office document to the cloud and share it:

All internal Secure Lifecycle users can view it.
Based on policy, external users can view it.

Optionally, for enhanced security with external users, you can add a date restriction to limit the amount of time that an external user can

view a protected Office document.

1 Select File > Info > Date Restrict.

Info

Add Date
Date Restrict | Restriction »
Protect
Secure Document ;AT
with Date
Restriction

Frotected Save
As

Force Protected Document - DDP Protected Ward

Protect
Document

Control what
types of changes
people can make

to this document.

2 From the dropdown option, select a Begin and End date and time for an external user to view the document.

®| NOTE: The Begin date and time can be future if you want to send the document but prevent the external user from

viewing it until the targeted date and time.



Date Options “

Add/hodify date-based access restrictions to your
document.

YWarning Adding date restrictions to wour document will
sawe your latest changes.

select the date range below that will cantrol when your
document can be accessed.

Begin Date: | Thursday , Septernber 08, 2016 10:23 A0 [ |

End Date: | Friday E~ |
o
3  Click OK.
The document will be saved, protected, closed, and then reopened.
®| NOTE: If you modify the dates for an unprotected Office document and then click Cancel, Secure Lifecycle still

protects the file.

®

NOTE: Currently, when adding date restrictions to a protected Office document and planning to save it to a network
drive, you must save the file locally and then copy it to the network.

If an external user opens a file after the date and time range, a dialog states that the file has access restrictions and the external user can
contact the author of the file. The dialog does not display any dates for the external user.

Dell Data Protection | Secure Lifecycle

If you set the Begin Date field to a future date or time and the external user opens it prior to that time, a dialog displays stating that the file
cannot be opened until that date and time due to access restrictions.

- "

Dell Data Protection | Secure Lifecycle 3 |




Understand the Secure Lifecycle System Tray Menu
Iltems

Details Screen
The Secure Lifecycle Details screen provides helpful information, for example:
For technical support, you can provide status or version information.
To see an unobfuscated filename that is associated with a.xen file, select Files > File State.

To search for a filename, select Copy at the bottom right and paste the contents into a Word file.
To see who owns a folder, select Folders and scroll to the FOLDER OWNERSHIP column.

To access the Details screen:
Click the Secure Lifecycle system tray icon, and then click Details...
The upper-left corner of the Details screen displays the following information:

Service Status: Status of the Secure Lifecycle Windows Service. Values are: Stopped, StartPending, StopPending, Running,
ContinuePending, PausePending, Paused

Run State: The device activation state. Values are: Active, Reactivating, Suspended, Suspending

User Mode: Internal user - a user within this domain address

External user - a user outside of this domain address

Registration Email: For Internal users, this is the domain email address. For External users, this is the email under which they registered.
Server URL: DDP EE Server/VE Server that communicates with this client.

Policy Last Modified: Date and timestamp of when the policy was last modified and consumed by the client.
Policy Version: Policy version generated by the DDP EE Server/VE Server.

The Files area of the Details screen displays the following information:

Name: Name of the file

Cloud: Lists the obfuscated filename or whether the file is Unprotected.

File State: This value indicates the owner of the folder. Value is determined by the Key ID.

Processing State: Lists whether the file needs a key or is Complete.

Enterprise: Lists default server. If a message displays in this column, Error: Key Not From Your Server, the key does not belong to your
enterprise's server. The key for an encrypted file must belong to your enterprise's server.

Key: Key ID assigned to that folder (new files use that key for encryption).
Folder: The full path name of the folder.

Last Modified: The date the file was modified.

Persistence State: This indicates whether the file is on disk.

XEN File Read: True or False.

Browser Created: True or False.



To view log files, from the bottom-left corner of the Details screen, click View Log.

@ | NOTE:
Log files can be also be found at C:\ProgramData\Del\Dell Data Protection\Secure Lifecycle.

The Folders area of the Details screen displays the following information:

Name: Name of the folder

Key: Key ID assigned to that folder (new files use that key for encryption).

Sync Client: The last sync client to sync that folder (See Cloud Sync Clients.)

Folder Ownership: This value indicates the owner of the folder. Value is determined by the Key ID.

Override: Options are None and Pre-existing. Pre-existing files are not protected. Also, if you have access to Folder Management and
unprotected some files, this column indicates that they are not protected.

Obfuscation Type: If your enterprise manages your cloud storage, this is a policy set on each folder indicating what type of .xen files will be
created in the cloud. This is a policy set by your administrator. If your administrator selects Extension only, the actual filename with the

"'xen" extension will be displayed. If your administrator selects Guid, a scrambled filename with the ".xen" extension will display. This is a
policy setting that takes effect on new folders only. The default is Extension only.

Manage Folders Menu

Some managers or administrators may need to temporarily troubleshoot folders shared by more than one user. You can request permission
from your administrator for the Manage Folders option. Typically, this is a temporary option.

Locate Log Files

For troubleshooting, your administrator may request log files.
To locate log files:

1 Navigate to
2 Select Xendow.Service.log.

®| NOTE: After Xendow.Service.log reaches 3 MB, it is saved as Xendow.Servicel.log, then Xendow.Service2.log.

Check for Policy Updates

If your administrator modifies a policy and notifies you of a policy update, go to the Windows system tray, click the Dell Data Protection |
Secure Lifecycle icon, and select Check for Policy Updates.

If your administrator modifies a policy to protect files created in Microsoft Word, you must close Word for that update to be applied.

Upgrade Secure Lifecycle

The best practice is to uninstall your previous version and then install the current version. See Uninstall Secure Lifecycle.

Provide Feedback to Dell

If your administrator enabled a feedback policy, you can provide feedback to Dell about this product. The brief form includes two questions
about the your satisfaction level with rating scales (where 10 indicates the highest satisfaction level) and a comment field.



To access the form, click the Secure Lifecycle icon in the system tray, and select Send Feedback.

If this feature is not enabled by policy, the option does not display.

Possible Issues With Activating - Protected Office

If you have installed Secure Lifecycle, but the Secure Lifecycle icon in the the system tray does not have a green checkmark s, be aware

of the following:

Secure Lifecycle may convert existing Office documents to protected mode before you activate. If so, when you open an Office
document, a cover page displays with information on how to activate.

Do one of these:

Reboot and log back in with a UPN suffix, for example, user_name@domain.com.

Confirm with your administrator whether or not you should select the Enable SSL Trust Verification check box when you installed
Secure Lifecycle.

Contact your system administrator about having your computer configured to manually activate. See Activate Secure Lifecycle.

Activate Secure Lifecycle

Typically, Secure Lifecycle auto-activates after you install and reboot. If your administrator tells you to manually activate, follow these steps:

1 Log in to Windows.
In the system tray, a shield icon with an orange exclamation point displays.
2  Click the Secure Lifecycle icon in the system tray and select User Activation.
3 Enter your domain email address and domain password, and click Activate.
If you are an internal user (with a domain email address), ignore the Register button. Only external users need to register.

After activation is complete, a green check displays on the Secure Lifecycle system tray icon B
4 Confirm your user mode status. Click the system tray icon and select Details.

At the top, confirm User Mode:

Internal: A user with an email address within the company's domain.

External: A user with a non-domain email address. For more information, see Using Secure Lifecycle as an External User.



Using Secure Lifecycle Mobile with iOS or
Android

This section describes basic information on using Secure Lifecycle Mobile with iOS or Android devices. When your administrator sets a
policy to enable Secure Lifecycle, files are encrypted and secure in the cloud. However, you can use the Secure Lifecycle Mobile app to
view them on your mobile device.

Prerequisite

Before you use the Secure Lifecycle app, you need the name of your enterprise's Dell Data Protection Server, such as server.domain.com.
This information is supplied by your administrator.

Get Started with Secure Lifecycle Mobile

Follow this sequence as you use Secure Lifecycle Mobile.

Task Description See this section
Install Secure Determine the following: Administrator installed: Tap the Secure Lifecycle app and log in.
Lifecycle

Administrator already installed User installs: See one of these:

User must install Install on an iOS device

Install on an Android device

Access your cloud  On the device, navigate to the Home page  See one of these:
storage provider of the Secure Lifecycle app and tap your
account cloud storage provider. Access your Cloud Storage Provider account for iOS

Access your Cloud Storage Provider account for Android

The Secure Lifecycle Mobile app lists the cloud sync client used with your company and allows you to download it.

@ | NOTE:

If you download the cloud sync client app to your device, Secure Lifecycle will not encrypt any folders or files that you upload directly
from that app. To encrypt and protect files, you must use the Secure Lifecycle app to upload them.

To protect your data in the cloud, Secure Lifecycle encrypts it. Therefore, the Secure Lifecycle app must be installed on your mobile device
to view encrypted files.

Protected Office files (.docx, .pptx, .xlsx) retain their file extension.

Non-Office files in the cloud have a .xen extension.

If an unauthorized person accesses your cloud storage account and downloads a file to a mobile device that does not have Secure
Lifecycle installed, the person cannot open or view your files. If they open a protected Office file, only a cover page displays indicating that

the person cannot view the document without Secure Lifecycle. This makes your data more secure.

On mobile devices, you can:



Create folders
Upload and download files
®| NOTE: With Secure Lifecycle, you must initiate upload and download on the device. For files to be encrypted when
uploaded to the cloud, you must upload them from the Secure Lifecycle Home screen, not a cloud sync client app. When

you tap a file, Secure Lifecycle automatically decrypts it and displays it in cleartext within the app. However, in the cloud,
the file remains secure as a .xen file.

Add a file to Favorites

For iOS, see the navigation drawer. For Android, press and hold the filename.
Delete folders and files
Accept a shared folder from an internal user

0]

NOTE: If an internal user shares a folder with you through Secure Lifecycle, you must go to the cloud storage website and
move it to the root folder or download the shared folder in order to view it on the device.

Share a document with an external user (if the policy is enabled for external viewers) - For iOS, see View Secure Lifecycle Cloud
Storage policies for your iOS device.

Edit .docx and .ppt Office files.

®

NOTE: Currently, .csv and .csv.xen files cannot be edited on mobile
devices.

Protected Office Documents When Offline

When your create a protected Office document or protected macro-enabled document and are offline, a key is created for that document.
When the device comes online, the keys are uploaded to the Dell Server. If a device is offline for three days, a notification states that
Secure Lifecycle has not been able to contact the Dell Server. The notification displays daily until you connect to the network. To view the
encrypted files, the mobile device must be online.

Additional Protection Through Geofencing

Based on policies set by your administrator, mobile devices can have additional protection in that protected Office documents and .xen files
cannot be opened outside a specific region. You must be in an approved region to open protected files. Currently, the regions are the United
States and Canada. You must enable Location services on the device for geofencing to work. If the geofencing feature is enabled by your
administrator and location services are set to Off, file access is denied.

Use a PIN

Your administrator may set a policy requiring a PIN.

Secure Lifecycle on an iOS device

Install on an iOS device

1 On your device, tap App Store and search for Secure Lifecycle Mobile.
Select and install the Secure Lifecycle app.

3 For the Server field at the login screen, enter the hostname of your company's Dell Data Protection Server, such as
server.domain.com.

4 Enter your user name and password.
Tap Login.

Access your Cloud Storage Provider account for iOS

After you log in to Secure Lifecycle, a Secure Lifecycle policy determines which cloud storage providers display on the Home screen. Your
administrator may designate a specific cloud storage provider for use within the enterprise.

The navigation drawer has additional options.

To access an account:



1 On the Secure Lifecycle Home page, tap the cloud storage provider.
2 Do one of these by following the online instructions:

Create an account with the cloud storage provider.

Sign in to an existing cloud storage provider account.

®| NOTE: For more information, see your cloud storage provider help.
Unlink a Cloud Storage Provider

If you have more than one account with the same cloud storage provider, you cannot be logged in to both at the same time. You must clear
the check box to unlink and log out of the current account and then log in with the other credentials.

1 Open the Secure Lifecycle navigation drawer and tap Settings.
2 Tap Unlink.

View Secure Lifecycle Cloud Storage policies for your iOS device

1 In the Secure Lifecycle navigation drawer, tap Settings.
2 Tap Policy.
The list may include:
Revision - number of policies that have been revised
Obfuscate Filenames - default is set to No
Cloud sync client - policy should be set to Encrypt

External Viewers - if set to Yes, the sharing policy is enabled. When you open a document in the app, a menu option allows you to
share the file.

Uninstall the Secure Lifecycle app

1 In the iOS Apps drawer, tap and hold the Secure Lifecycle icon.
2  Tapx.
3 Tap Delete.

Troubleshooting iOS and Secure Lifecycle

On an iOS device, if you open a protected Office document greater than 25 MB and a low memory dialog displays, the warning is from
Polaris Office, not Secure Lifecycle. If the device has sufficient memory, close the file and reopen it.

With Dropbox for Business, if you mark a file as available Offline and then rename the file in the Dropbox website, the file will not open on
the iOS device with the Secure Lifecycle app.

Secure Lifecycle on an Android device

Install on an Android device

On your device, access Google Play and search for Secure Lifecycle Mobile.

Select and install the Secure Lifecycle app.

For the Server field at the login screen, enter the name of your company's Dell Data Protection Server, such as server.domain.com.
Enter your user name and password.

(@2 I "GN S T

Tap Login.

Your account is now activated.
Access your Cloud Storage Provider account for Android

After you log in to Secure Lifecycle, a Secure Lifecycle policy determines which cloud storage providers display. Your administrator may
designate a specific cloud storage provider to use within the enterprise and block the others.



To access an account:

1 On the Secure Lifecycle Home page, tap the cloud storage provider.
2 Do one of these by following the online screens:

Create an account with the cloud storage provider.

Sign in to an existing cloud storage provider account.

®| NOTE: For more information, see your cloud storage provider help.
3 After you access your account, open the navigation drawer and tap Settings. When you grant access to a cloud storage provider, a
check mark displays in the check box.
®| NOTE:

If you have more than one account with the same cloud storage provider, you cannot be logged in to both at the same time.
You must clear the check box to unlink and log out of the current account and then log in with the other credentials.

®| NOTE: For OneDrive and Dropbox, if you are unable to share a file from Applications and the file shares a link with the
Secure Lifecycle app, then share the file from the File Browser app on the device.

Uninstall the Secure Lifecycle app

In the Android Apps drawer, tap Settings.
In Settings, tap Apps.

Press the Secure Lifecycle icon.

Drag the icon to the Uninstall option.
Click OK.

Security Considerations with Secure Lifecycle and
Sync Clients

Secure Lifecycle encrypts folders and files to make data secure. As Secure Lifecycle works with sync clients, be aware of these
considerations.

g DN -

Google Drive

Google Drive contains a Google Docs app that allows users to collaborate on documents in real-time. However, the collaboration occurs on
a Google server, not on the Dell Data Protection EE Server/VE Server. Therefore, the files are not encrypted. For Android and iOS devices
with Secure Lifecycle, access to these Google Docs is blocked. It differs slightly for each platform:

Android
iOS - A message is displayed.

OneDrive and OneDrive for Business

With OneDrive for Business, if you download several files and cancel the download, OneDrive for Business will cancel the ones that have
not been downloaded but will continue with the one that is in process of downloading. This is a Microsoft issue. Therefore, allow the files to
download completely before you cancel.

For security reasons, no log files are available on mobile devices.

Send Feedback to Dell

If your administrator enabled a feedback policy, you can provide feedback to Dell about this product. If this feature is not enabled by policy,
the option does not display.

|



To send feedback:

1 In the Secure Lifecycle navigation drawer, tap Feedback.
2 The brief questions allow you to rank your satisfaction level (10 indicates the highest satisfaction level) and enter a comment.



Using Secure Lifecycle as an External User

An external user who has a non-domain email address can also use Secure Lifecycle. Here are some examples.

You have installed and activated Secure Lifecycle as part of your enterprise, but you need to share protected files or collaborate on
protected files with a user outside your company.

Your company email address is within the enterprise's domain, but you also want to install and activate Secure Lifecycle on a computer
or mobile device with your personal, non-domain email address. This allows you to interact with your protected files from a non-
enterprise domain email address.

For external users, see Server Requirements. Also, the domain or user must not be on the enterprise's blacklist.

@l NOTE: External users who were registered with Secure Lifecycle 1.0 will be migrated if the enterprise upgrades.

Internal User Tasks

To share secure files with an external user, you must:

Make one or more secure files available to the external user.
Protected Office documents - Grant access to one or more secure files through:
Local folder or network drive
Email
Removable media
Network share
Non-Office .xen files - Create a folder to share on the sync client and add files.
Grant the external user access to one or more files.

If you plan to share non-Office .xen files, you must add them to a sync client folder and then grant access. For protected Office files, you
must grant access. The steps may vary depending on the method you use or the sync client used.

Share a folder on the sync client to share .xen files

1 In Windows Explorer, access your sync client, create a folder, and upload a file to share with an external user. See View Folders and
Files on the Local Computer and in the Cloud.

Protected Office documents can be on the DDP|SL virtual drive, in the Secure Documents folder, or on the desktop.

®| NOTE: With protected Office files, you cannot select a
folder.

A Protected Document Access Sharing page opens with a column displaying the selected files.
2 On the sync client website, confirm that the folder and file were created and encrypted.

When you add a .xen file to a new folder on the DDP|SL virtual drive, Secure Lifecycle adds a document, How to access secure
files.html, to the folder on the website. This file is used only when sharing the folder with an external user.
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3 On the sync client website, right-click the folder you created and click Share.

A window opens, allowing you to enter the email account for an external user. The steps vary depending on the sync client used. For
links to information about your sync client, see Work with the cloud sync client on the DDP|SL virtual drive.

4 Grant access to the individual files within that folder that you want to share.

Grant access to one or more protected Office files
For all files that you share with external users, you must grant access.

Right-click a secure file and select Grant Protected File Access. You can select a single or multiple files up to 50.

In the Email to share field, enter the email address of the non-domain user and click Add.

Repeat this step to add up to ten email addresses.

Click OK.

A dialog states either that sharing was successful or that the email address is not authorized to receive protected files.

DN -

5 Asa best practice, inform the external user that they will receive an email from you with instructions that allow them to register with a
Dell Server, download and activate Dell Data Protection | Secure Lifecycle, and then view shared protected files.

External User Tasks

To open and view a Secure Lifecycle document, the external user must:

Register with Secure Lifecycle
Install Secure Lifecycle - the external user must have administrator rights on their computer
If the internal user shares a folder through a sync client, the external user must have a sync client account. See Install a Cloud Sync

Client and then Work with the cloud sync client on the DDP|SL virtual drive.
Register Secure Lifecycle

The first time that an internal user shares a file, the external user must register.

To register Secure Lifecycle:

1 In the Account Verification email from the Dell Enterprise Server, click the hyperlink.
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Continue to the webpage.
At the Confirmation page, click Continue to Login.
At the Login page, click Forgot Password.

®| NOTE: The Dell Server has assigned a random password, which you must reset.
At the Reset Password Page, enter and confirm your password, and then click Register.
A Registration Confirmation dialog displays, and an email is sent to the address entered by the internal user.
Open the account activation email and click the link.
The email also lists the Server name to use when you install Secure Lifecycle.
On the Login page, enter the email address and password you used to register.
Click Login.
A Secure Lifecycle Download page opens.
Download and Install Secure Lifecycle.

A Download page opens with options for Windows, iOS, Android, and Mac OS X. These steps describe installing Secure Lifecycle on
Windows. See also User Tasks - Protected Office without Cloud Encryption.

®| NOTE: The Download page also lists the Server Name that you will need in these steps.
Under Windows, click Download (32-bit) or Download (64-bit), depending on your computer's operating system.
Download the setup file to a directory on your computer.
Double-click the setup file to launch the installer.
Select a language and click OK.
If prompted to install Microsoft Visual C++ 2010 Redistributable Package, click OK.
At the Welcome screen, click Next.
Read the license agreement, accept the terms, and click Next.

At the Destination Folder screen, click Next to install in the default location of C:\Program Files\Del\Dell Data Protection\Secure
Lifecycle\.

In the Server Name: field, enter the Server Name that this computer will communicate with. This name is in the activation email
you received or at the top of the Download page.

Click Next.

In the Confirm Activation Server screen, confirm that the Server URL address is correct. The installer adds www or http(s) and the
port. Click Next.

In the Management Type window, select this option:
External Use - A user with a non-enterprise domain email address.
Click Install to begin the installation.
A status window displays the installation progress.
Click Finish when the Installation Complete screen displays.
Click Yes to restart.
Installation of Secure Lifecycle is complete.

See Activate Secure Lifecycle.

Activate Secure Lifecycle

After Secure Lifecycle is installed and the computer reboots, follow these steps to activate:

1

Log in to Windows.

In the system tray, a cloud icon with an orange exclamation point displays.

When a dialog displays in the system tray, click Click here to Activate.

If you do not see the dialog, click the Secure Lifecycle icon in the system tray and select User Activation.
Enter your email address and password you used to register, and click Activate.

e

After activation is complete, a green check displays on the Secure Lifecycle system tray icon



4 Confirm your user mode status. Click the system tray icon and select Details.
At the top, User Mode is:

External: A user with a non-domain email address.

If you already installed and logged in to a sync client, the DDP|SL virtual drive displays in Windows Explorer.

View a Protected Office Document

If an enterprise activates a policy to protect Office documents and an internal user sends a protected file to an external user, the external
user must be connected to the Dell Server when first opening the document. After that, they can open and view the document offline for a
specified time, for example, one week. The external user must then connect to Server and reopen the protected document.

For security purposes, an external user cannot do the following with a protected Office document.

Print
Export
Save As
Share
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Uninstall Sync Client or Secure Lifecycle

If your administrator installed Secure Lifecycle, only your administrator can uninstall the product. An external user who has been invited to
share a folder and has administrator rights on an external computer may also uninstall Secure Lifecycle from that external computer.

Uninstall a Cloud Sync Client

If you uninstall your cloud sync client but still have Secure Lifecycle on your computer, you can still view your files in cleartext on the DDP|
SL virtual drive.

However, if you reinstall the same cloud sync client, you need a new key to open them on the DDP|SL virtual drive and will have to
download your files from the sync client website.

Uninstall Secure Lifecycle

You must be a local administrator on the computer to uninstall Secure Lifecycle.
Copy Files to Your Local Drive

If you uninstall Secure Lifecycle from your computer or device, files on the sync client website still need to be secure so they remain
encrypted.

1 Before you uninstall, determine if you need to access any files.
2 Copy those files from the DDP|SL virtual drive to your local drive.

These files, copied from the DDP|SL virtual drive, will display in cleartext. The folders and files on the sync client website will be encrypted,
even if you download them. To view them, you must reinstall Secure Lifecycle.

Uninstall Secure Lifecycle

Use the Windows Control Panel to uninstall the program.

Select Dell Data Protection | Secure Lifecycle and click Change on the top menu.

Click Next when the Welcome screen displays.

Select Remove and click Next.

A warning displays to confirm if you want to uninstall Dell Data Protection | Secure Lifecycle. If so, click Next.

o o AN NN -

At Remove the Program screen, click Remove.
A status window displays the progress.

If you get an error dialog from the sync client, click Continue.

o

Click Finish when the Completed screen displays.
9  Click Yes to restart.

Uninstallation of Dell Data Protection | Secure Lifecycle is complete.



Frequently Asked Questions

Miscellaneous FAQs

Question

I moved the cloud provider's sync folder to Program Files, and now | cannot decrypt the files that are being downloaded to my sync folder
from the cloud.

Answer

By design, the Program Files folder or other excluded folders are unprotected, based on policy. Secure Lifecycle will not decrypt any files
downloaded to this folder or its subfolders.

Solution
Unlink or uninstall the sync client and move the sync folder back to its default location or to an alternate managed location.
(| NOTE:
For a list of managed and unmanaged locations, contact your administrator.
Question
| had some archived .xen files, and | copied them to my desktop. Some of them decrypted, but others did not.
Answer

During a sync, Secure Lifecycle is designed to decrypt directly to the virtual drive or decrypt when downloading through a web browser. For
files that have been copied from another location, use Windows Explorer and move the .xen file into the virtual drive to be decrypted.

Solution

Move the .xen files into the virtual drive folder to have them uploaded into the cloud. Then, they will be decrypted locally.
Question

I renamed my computer. Now, | am not getting any policy updates, and | am not encrypting into the cloud.

Answer

Currently, the Server only recognizes the endpoint against which you originally activated. If you change the endpoint name, the Server will
not recognize the location for sending the policy and Secure Lifecycle will not perform as expected.

Solution

1 Stop syncing files to the local computer.

®

NOTE: If you do not stop syncing before uninstalling, valuable data may become unprotected in the cloud or possibly
deleted.

2 Uninstall Secure Lifecycle and then reinstall. You must have Administrator rights to uninstall.

Question



On suspended Windows devices, when | try to upload files into the cloud, nothing happens. When | close the windows that were already
opened, an error message states, Access Denied.

Answer

The error message is not from Secure Lifecycle. You can access the files locally but will not get future updates to the files.

Office Documents and Protected-Mode FAQs

Question
| tried to open an Office document ( .docx, .pptx, .xIsx, .docm, .pptm, .xlsm), and a cover page displayed.
Answer

If your administrator set a policy to protect Office documents, either you or your administrator must install Secure Lifecycle. Confirm that
the Secure Lifecycle icon in the system tray has a green checkmark, indicating that it is activated.

Solution
Determine if you need to install or activate Secure Lifecycle. See Install Secure Lifecycle or Possible Issues With Activating.
Question
| cannot open a protected Office document (Word, PowerPoint, or Excel).
Answer
Check the following:
File Block Settings - If your administrator sets policies to protect Office documents, do not use this setting in File > Options.
Solution

To check for File Block Settings:

In an Office document, select File > Options.

Select Trust Center from the list.

On the right, click Trust Center Settings.

Select File Block Settings from the list.

For Word/Excel/PowerPoint 2007 and later Documents and Templates, ensure that the Open checkbox is cleared.
Click OK.

[©) NG BN SN GNENN NC R



	Dell Data Protection | Secure Lifecycle User Guide v1.1 
	Secure Lifecycle Introduction
	Overview
	Additional Support

	Secure Lifecycle Requirements
	Server
	Encryption Client
	Client Prerequisites
	Windows Client Hardware
	Operating Systems
	Cloud Sync Clients
	Web Browsers

	User Tasks - Cloud Encryption and Protected Office
	Overview of Tasks
	Install Secure Lifecycle with Cloud and Protected Office
	Pre-existing Folders with Unencrypted Files
	Install Secure Lifecycle on Windows
	Secure Lifecycle and Cloud Encryption

	Install a Cloud Sync Client
	Work with Folders and Files
	View Folders and Files on the Local Computer and in the Cloud
	Sharing a Folder with an Internal User
	Use Office Documents with Secure Lifecycle's Protected Mode
	Working without an Internet Connection
	Character Limit for Folder Path Names
	Dropbox for Business
	OneDrive for Business/ Unified OneDrive
	Dropbox
	Box
	Google Drive
	OneDrive
	Understand the Secure Lifecycle System Tray Menu Items
	Manage Folders Menu
	Check for Policy Updates
	Locate Log Files
	Upgrade Secure Lifecycle
	Provide Feedback to Dell

	Possible Issues With Activating - Cloud and Protected Office
	Activate Secure Lifecycle


	User Tasks - Protected Office without Cloud Encryption
	Overview of Tasks
	Install Secure Lifecycle for Protected Office
	Install Secure Lifecycle on Windows

	Use Office Documents with Secure Lifecycle's Protected Mode
	Observe File Menu Options to Determine the Level of Security for Office Documents
	Work with File Menu Options
	Determine Which Opt-in Mode Documents are Protected
	Additional Menu Options for Protected Office Documents
	Tampering and Protected Office Documents
	External Users and Protected Office Documents

	Understand the Secure Lifecycle System Tray Menu Items
	Manage Folders Menu
	Locate Log Files
	Check for Policy Updates
	Upgrade Secure Lifecycle
	Provide Feedback to Dell
	Possible Issues With Activating - Protected Office
	Activate Secure Lifecycle


	Using Secure Lifecycle Mobile with iOS or Android
	Prerequisite
	Get Started with Secure Lifecycle Mobile
	Secure Lifecycle on an iOS device
	Troubleshooting iOS and Secure Lifecycle

	Secure Lifecycle on an Android device
	Security Considerations with Secure Lifecycle and Sync Clients
	Logs
	Send Feedback to Dell

	Using Secure Lifecycle as an External User
	Internal User Tasks
	External User Tasks
	Activate Secure Lifecycle
	View a Protected Office Document

	Uninstall Sync Client or Secure Lifecycle
	Uninstall a Cloud Sync Client
	Uninstall Secure Lifecycle

	Frequently Asked Questions
	Miscellaneous FAQs
	Office Documents and Protected-Mode FAQs


